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IoT Application Challenges
2016 is going to be a booming year for the IoT industry. Most company executives and managers are targeting IoT 

as their key strategy to help their future business growth. This could be for new market development, or it could 

be for improving production efficiency. Whatever the purpose, a key challenge is to close the “technical gap” 

between engineers and managers. Facility managers have expert knowledge of their equipment but suffer from IT 

departments’ reluctance to “open up” their data gathered from equipment. IT departments have different challenges 

and ideas about “industrial automation”, and there are no universal standards like in the regular IT world. 

As the figure 1 below shows, the first challenge to overcome relates to the various types of serial communication 

and I/O interface that are available. The second challenge relates to the many different protocol standards for 

industrial and private use—this is the main hurdle facing Industrial IoT application development. The final challenge 

relates to data service. Since IT departments are the project owners for application development, and their familiar 

development tools and skills are all Internet based, they need to use global standard data services to build their 

interactive dashboards, store IoT data for data analytics, and use big data learning tools for data prediction etc. 
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Figure 1: IoT Data Management Challenges



Crossing the Hurdles of IoT 
The best solution for overcoming IoT application challenges is to use a “bottom-up” strategy. As the bottom areas 

show in Figure 2, those are the “things” that use different interface as described earlier. In the diagram, wire/wireless 

serial communication or analog/digital I/O controller based communication provides the connectivity, and local data 

protocols are enabled as Ethernet TCP based and transferred to the IoT Gateway. The next step is to unify all the 

different protocols as one global standard IoT protocol – MQTT. MQTT is a reliable protocol for IoT data that was 

defined by IBM in 1996 and has now been published as open source. This is a key reason why Advantech chose 

it as the bridging protocol to cross different gateways.  RESTful APIs also play a key role in transporting data to 

top level applications. RESTful API’s are the most recent and widely used data service for IT and internet based 

applications. Using this standard data service, IT departments can easily build web based interactive dashboards, 

data roaming information on network based displays, and mobile devices as shown in Figure 2.

Advantech WISE-PaaS/RMM is a reliable data and gateway management software platform services that supports 

MQTT and provides 100+ RESTful APIs. It provides data storage, data management, and gateway management 

services to connect gateways at the bottom to the applications at the top. WISE-PaaS/RMM plays a critical role 

in the middle tier, connecting different gateways, and transporting the filtered data to different applications. As the 

diagram shows, the MQTT protocol bridges the communication gap across the gateways with WISE-PaaS/RMM 

in the middle. WISE-PaaS/RMM provides 100+RESTful APIs and plays a key role in transporting data to top level 

applications. They are a widely used popular web service standard now, used by all the major internet companies. 

RESTful API’s transport data to all the different web services and systems like dashboards used for monitoring, 

big data storage, and much more. WISE-PaaS/RMM performs key functions for both gateway connectivity and 

application integration. These cloud-based building blocks can help businesses to cross the critical “technical gap” 

in IoT application development.  

Figure 2: Empower IoT Applications with WISE-PaaS/RMM
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Full Range IoT Gateway Solutions
An IoT gateway solution is another top priority when we take connectivity, processing, networking, robustness 

and cost into consideration. There are no universal standard IoT gateways that can fit all different environments. 

Generally, we can classify three types of gateway as: “Energy Saving Gateways”, “Multifunction Gateways”, 

and “Application Gateways”. “Multifunction Gateways” can operate in harsh industrial environments with wide 

temperature design. They provide scalable I/O interface for a wide range of connectivity for target machines and 

facility devices. “Energy Saving Gateways” do not focus on harsh environments; they are dedicated connectivity 

solutions for general types of facilities and equipment. “Application Gateways” are specialized for vertical 

applications, like in-vehicle transportation, they require specialized system design with vertical market certification 

to ensure the system is stable and reliable. Advantech provides full range IoT gateway solutions to fulfill various 

requirements of customers.

Pre-integrated IoT Gateway Starter Kit
Advantech collaborated with Intel and Microsoft to announce IoT Gateway Starter kit. It will empower your IoT 

application with a reliable platform and open gateway technologies. The whole package includes a ready-to-run 

system based on an Intel Celeron J1900 processor configured with RAM and HDD, pre-installed with Windows 7 

embedded OS by default. There are 2 models selected for the starter kit, they are ARK-1123H and ARK-2121L. 

They are designed for harsh environments, with good scalability for networking and versatile I/O communication. 

Besides the ready-to-run gateway system, a software solution is also included in our package. This includes WISE-

PaaS/RMM pro version for developing your own private cloud backed by Microsoft’s Azure technology. The WISE 

Agent handler SDK is available for easy data protocol integration with serial and I/O communication. For data 

management and smart data flow creation, Node RED is an application logic designer with drag-and-drop no-

coding designer tools. This powerful tool can build up an IoT automation and data flow quickly and easily. The final 

offering in the software package is our professional technical support. Any partner or customer who purchases 

the starter kit is eligible to become a VIP member in our IoT developer forum community. On the forum there 

are dedicated Advantech technical experts for technical Q&A, and the latest technical tools and documents for 

download. Members can also submit solution design blueprints for a 3 hour technical consultancy service—technical 

information sharing in a face to face training workshop. 



With Advantech’s IoT Gateway Starter Kit, IoT developers can easily build data collection and remote controlled I/O 

applications with minimum effort. You can build your Industrial IoT system for harsh environments with extended 

wide temperature support, and empower it expandable I/O modules for scalable I/O connectivity, and remote 

I/O control. Advantech’s IoT Gateway Starter Kit includes WISE-PaaS/RMM and Microsoft AZURE. WISE-PaaS/

RMM provides data management and gateway management services so IoT developers can create services for 

advanced data analytics and data prediction applications. Advantech’s IoT Gateway Starter Kit can save up to 65% 

on application development resources. With Advantech IoT Gateway Solution and starter kit, we firmly believe IoT 

developers will have at their fingertips the best IoT application building blocks for the future. 
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Figure 3: IoT Gateway Starter Kit Software Package

for more information, visit http://iotgateway.advantech.com
Please verify specifications before quoting. This guide is intended for reference purposes only.
All product specifications are subject to change without notice.
No part of this publication may be reproduced in any form or by any means, electronic, photocopying,
recording or otherwise, without prior written permission of the publisher.
All brand and product names are trademarks or registered trademarks of their respective companies.
© Advantech Co., Ltd. 2015




